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"Before I write my name on the board, I'll need to know
how you're planning to use that data.”




e-mail: donnybu@ictwatch.id
blog: donnybu.com

twitter: @donnybu

mobile: +62-818-930932

= Daily Activities :
o |CT Watch, Executive Director

o |CT Lecturer (NIDN: 0306117401)

o Fellow Researcher of Citizen Lab - Toronto University and
Global Partners Digital - London

o Former of : Journalist, Managing Editor and VP at Detikcom

" Formal Educations :
o University of Indonesia, Communication Management
o Gunadarma University, Computer Science
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Apa Itu Data Pribac



Data pribadi adalah setiap data tentang
kehidupan seseorang baik yang teridentifikasi
dan / atau dapat diidentifikasi secara tersendiri
atau dikombinasi dengan informasi lainnya baik
secara langsung maupun tidak langsung melalui
sistem elektronik dan / atau non elektronik.
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KEMKOMINFO

 Data Pribadi adalah Data Perseorangan
Tertentu yang disimpan, dirawat, dan dijaga
kebenaran serta dilindungi kerahasiaannya.

 Data Perseorangan Tertentu adalah setiap
keterangan yang benar dan nyata yang
melekat dan dapat diidentifikasi, baik
langsung maupun tidak langsung, pada
masing-masing individu yang
pemanfaatannya sesuai ketentuan peraturan
perundang-undangan.




EUROPEAN UNION

“Personal data" shall mean any information
relating to an identified or identifiable natural
person ('Data Subject'); an identifiable person is
one who can be identified, directly or indirectly,
in particular by reference to an identification
number or to one or more factors specific to his
physical, physiological, mental, economic,
cultural or social identity.
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ACT 1998

Sensitive personal data relates to specific
categories of data which are defined as data
relating to a person’s racial origin; political
opinions or religious or other beliefs; physical or
mental health; sexual life; criminal convictions
or the alleged commission of an offence; trade
union membership. (pata Protection Act - UK, 1988)

Data Pribadi S¢




Data Pribadi Sensitif adalah data pribadi yang
memerlukan perlindungan khusus yang terdiri
dari data yang berkaitan dengan
agama/keyakinan, kesehatan, kondisi fisik dan
kondisi mental, kehidupan seksual, data
keuangan pribadi, dan data pribadi lainnya yang
mungkin dapat membahayakan dan merugikan
privasi subjek data. (oraft RUU PDP)

Data Pribadi :




Data pribadi penduduk yang harus dilindungi :
a. nomor KK (Kartu Keluarga);

b. NIK (Nomor Induk Kependudukan);

c. tanggal/bulan/tahun lahir;

d. keterangan tentang kecacatan fisik

dan/atau mental;

NIK ibu kandung;

NIK ayah; dan

g. beberapa isi catatan Peristiwa Penting.

- D
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The COPPA rules define “personal information” as “individually identifiable
information about an individual collected online” including a “persistent
ECOPPA identifier that can be used to recognize a user over time and across different
@ websites or online services.” This may include “a customer number held in a
cookie, an Internet Protocol (IP) address, a processor or device”.

The amended Rule defines personal information to include:

= First and last name;
= A home or other physical address including street name and name of a city or town;
= Online contact information;

= A screen or user name that functions as online contact information;

* A telephone number;
* A social security number;

= A persistent identifier that can be used to recognize a user over time and across
different websites or online services;

* A photograph, video, or audio file, where such file contains a child’s image or voice;
* (ceolocation information sufficient to identify street name and name of a city or town; or

= |nformation concerning the child or the parents of that child that the operator collects
online from the child and combines with an identifier described above.

Menurut COPPA |




“Privacy is the ability of an individual or group to

. , and
thereby . The boundaries
and content of what is considered private differ among
cultures and individuals, but share common themes”.

Lalu Apa ltu F




“Privasi adalah hak individu untuk
menentukan apakah data pribadi akan
dikomunikasikan atau tidak kepada pihak lain.”
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“Oh, look . .. they're reading ‘1984" in Ms. Smith’s English class.”




Properny Value

GPS
Latitude 6. 11; 16.439999999998669
Longitude 106; 52; 15.419999939983673
Altitude 6.8714596949891069

Abadikan moment sejarah #HariPertamagexolah
dengan berfoto selfie bersama Guru, Orang tua, dan Murid.

Hari Pertama adalah awal perjalanan panjang o
anak-anak kita di rumah keduanya

Bagaimana Menurut A




ISN'T IT GREAT?
WE HAVE TO
PAY NOTHING
FOR THE BARN

YEAH!
AND EVEN
THE FOOD

IS FREE

FACEBOOK AND YOU

If you're not paying for it, you're not the customer. You're the product

being sold.
Tidak Ada ya ’
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_>KOMPAS.com

Jumat, 19 Agustus 2016 | 16:24 WIB

Saat ini, Kemendagri telah menjalin 92 kerja sama penggunaan
FEmsmemTmrEE § gata kependudukan dan e-KTP untuk layanan publik. Guna

mepwss  Mmendorong kerja sama yang lebih luas, Kemendagri terus
fedllidis * menyurati kementerian/lembaga ataupun badan usaha swasta,
o «:  seperti perbankan.

Cek KTP Elektronik Indonesi..

s " Kemarin, disepakati ada kerja sama dengan 10 Bank Perkreditan
== Rakyat sebagai percontohan. Apabila evaluasi dari kerja sama itu
| Todlaw *  baik, kata Ketua Perhimpunan Bank Perkreditan Rakyat Indonesia
| " «: (Perbarindo) Andi Cunawan, kerja sama bisa dilanjutkan dengan
Cek KTP Indonesia :  sekitar 1.600 BPR anggota Perbarindo di seluruh Indonesia.

BriXzeN
36%

FREE

' Cek Data KTP
Ayiip
40%

FREE

Cek KTP Cek KTP Indonesia

Papindev
)

39%

FREE

Cek Identitas KTP Indonesia

Andrew Putranto

Bagaimana Data e"KIP:



Jaminan Privasi
Sangat Lemah

Data Digital Pengguna Belum Dilindungi

JAKARTA, KOMPAS —  KASUS-KASUS KEJAHATAN DATA KONSUMEN
Jaminan privasi dan

keamanan data dalam
5 ) beragam aktivitas yang
berbasis digital masih

lemah. Saat ini belum
ada aturan yvang
memastikan data vang
diberikan kepada
industri berbasis digital
tidak dimanfaatkan
unfuk kepentingan lain
atau disalahgunakan.

8 Mei 2012
Pembobal ATM di Bali dan Kalimantan Timur dengan cara
memanitor nomor PIN dan mengopi data kartu ATM nasabah
lalu memindahkan data ke kartu magnetik bekas untuk
digandakan.

7 September 2012
Terungkap jual beli rekening perbankan dengan data palsu

RABU
17 JUNI 2015 AMANAT HATI NURANI RAKYAT

17 April 2014
Terungkap peretas sistem keamanan jaringan perusahaan di
Javea Timar.

Februari 2015

Terungkap komputer nasabah diinfeksi mabware melalui
surel. Saat bertransaksi internet banking, muncul pop-up
permintaan sinkronisasi token. Setelah data yang
diinginkan didapat, uang nasabah dikuras.

& Mei 2015
Terungkap pembajakan kartu kredit di dunia maya. Pelaku
mendapat nomer dan identitas karty kredit dengan
menelepon calon korban di Tionakak. Pelaku mengaku
sehagal peoawai call center bank,

E DO G

Saat pengguna masuk ke ber-
bagai aplikasi itu, mereka harus
mencantumkan, antara lain, ala-
miat, nomor telepon seluler, dan
nomor kartu kredit. Data vang

Bunyi Pasal 26 UU ITE adalah sebagai berikut:

1) Penggunaan setiap informasi melalui media elektronik yang menyangkut data pribadi

seseorang harus dilakukan atas persetujuan Orang yang bersangkutan.

2)  Setiap Orang yang dilanggar haknya sebagaimana dimaksud pada ayat (1) dapat

mengajukan gugatan atas kerugian yang ditimbulkan berdasarkan Undang-Undang ini

Faktanya...

ictwatch.id
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* Komen apaan loe boss

. kemaren stih naik gojek sm
| gw turun di kuningan.....
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Details

Andre siapa ya? Maaf
soalnya nomermu nggak
ada di contact list saya

sebelumnya. Mungkin
terlupa untuk
menyimpan.

Sy yg td nganterin mba
keampera gank kancil

Oh ada apa ya mas

menghubungi saya
malam-malam?

Gpp mba cm iseng aj, sy
lg BT aj mim mggu ga
kmna2 sbimnya sy mnta
mf klau sdh mngganggu
ktenangan mba

Mty mba RN

Send
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Rabu, 20 Januari 2016 | 16:03 WIB
Kebocoran Go-Jek Memuncak, Rute
Sehari-hari Pengguna Bisa Dilacak

https://apl.gojek.codd/go;

<« C | @ https://api. gojek.co. ad,u'_maﬁ nadiem.maka... “? :

[{"id":1108550, "name" : "Nadiem

Makarim","phone"”:"0B1 ", "email" s "nadiem.makariméqo-
jek.com!, "corporateld” :null, "corporateName” :null, "creditBalance" :1444000.0 Selasa, 12 Januari 2016 | 14:4 ’E:
"referralCreditBalance" :0.00, "newCustomer" s false, "blacklisted":false, "sig Go-jek Klaim Data Pengguna dan

Uriehetan "Driver" Aman, Faktanya?

:{"id":1108550,"name" :"Nadiem Makarim","phone":" 01 idresses”: [{"1d" 610701421, "originPoild" :null, " destinationPoild" :null, "ma
rtMerchantId":null,"originNote":"" "destinationMote":"No Cl, gerbang kayu hijau, depan mushollah","serviceType":5,"statusRoute":3,"dista
nee": 3,87, "fare": 10808.0, "shoppingAddPrice”: 8.8, "destinationContactName" :null, "destinationContactPhone" :null," receivedBy":null,"originNa
ne':"California Pizza Kitchen, Kemang","originAddress":"]1Ll. Kemang Raya MNo. 37, Kemang, Jakarta","latLongOrigin":"-6.262600,1R6.Bl6864",
‘destinationMName"”:"Jalan Arco Raya ","destinationAddress":"","latlLonglestination":"-6.276502,106,.810101" ,"originContactName" inull,"origi
aContactPhone”:null,"item" :“"The original BBQ Chicken Chopped (Full)hn","estimatedPrice":121800.8," routePolyline" :"ndfe@en}js’ E]~DOhFXdDV
2D~ tF\\EDL |@)xCRzAHNFZVBBDAIgAN Y gDnIxE ] DNxH\\ rEF fBFdBPHDBHCxEL | @MpB] xD}EzHWhCSvAUrDEXAETCoDYVaEEQIG_BOyAG" ,"driverCloselocation”:"-6.275
2561,106. 811685","shoppingActualPrice":71500.8,""routeltems" : [{"id":15575670,""routeld" 610701421, "itemId" : 26653481, " itemName" :"The origin
al BBQ Chicken Chopped (Full)","quantity":1,"notes":"setengah porsi saja","price":1210080.8,"imagelr1":nulll}],"merchantId" 542527349, "mer
chantName":"California Pizza Kitchen, Kemang","merchantPhone":"02171791606","isFree":false,"actualFare" :35000.0,"driverCut" :2B8000.0,"clo
seTime" :"2015-12-29T13:32:83+087: 88", "merchantCalledTime" :null}],"corporate”:null, " flagBooking":2,"statusBooking" : 4, "driverId" :548296722,
‘status":1,"voucherAmountCut":100080.8,"totalCustomerPrice":0.8,"totalPrice":10080,.0,"totalbistance":3.07,"totallriverCut" :ZE000Q.8, " "corpo
rateld":null,"corporateName” :null,"corporateFlag":false,"buyer":null,"needAttention" :false,"needhttentionReason :null,"cancelReasonId"in

ictwatch.id




GO JEK

Anda dengan ini setuju dan memberikan wewenang pada kami untuk memberikan Informasi Pribadi

anda kepada Penyedia Layanan sebagai suatu bagian dari ketentuan Layanan. Walaupun informasi
pribadi anda secara otormatis akan dihapus dari perangkat bergerak milik Penyedia Layanan setelah
anda menggunakan Layanan, terdapat kemungkinan dimana Penyedia Layanan dapat menyimpan

a anda di perangkat mereka dengan cara apapun. Kami tidak bertanggung jawab atas
penyimpanan data dengan cara tersebut dan anda setuju untuk membela, memberikan ganti rugi dan
|

membebaskan kami dan kami tidak akan bertanggung jawab atas segala penyalahgunaan Informas

Pribadi anda oleh Penyedia Layanan setelah berakhirnya Layanan yang diberikan

“Kami tidak menjamin keamanan database kami dan kami juga tidak menjamin bahwa data

yang anda berikan tidak akan ditahan/terganggu ketika sedang dikirimkan kepada kami.
Setiap pengiriman informasi oleh anda kepada kami merupakan risiko anda sendiri. Anda
tidak boleh mengungkapkan sandi anda kepada siapa pun. Bagaimanapun efektifnya suatu

teknologi, tidak ada sistem keamanan yang tidak dapat ditembus.”

ictwatch.id

oe]si eI ELNE] %11 Pengelola Data



i g § Eria Eyiq Ceyio - 4n
% Morning run | just ran 5.00 km with
Nike+. go.nike.com/026u4d5h #nikeplus
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Tantangan Berik



7. Personal information
must be secure

be accurate and up to date

. Personal information 8. Personal information
must be processed 5. Personal information must not be
for limited purposes must not be kept transferred to other
for longer than is countries without
necessary adequate protection

6. Personal information
must be processed
in line with the data
subjects’ rights

Mengelola Data Pribadi 1T i




X INS
INTERNATIONAL SAFE HARBOR PRIVACY PRINCIPLES

Notice - Individuals must be informed that their data is being
collected and about how it will be used.

Choice - Individuals must have the ability to opt out of the
collection and forward transfer of the data to third parties.

Onward Transfer - Transfers of data to third parties may only
occur to other organizations that follow adequate data protection
principles.

Security - Reasonable efforts must be made to prevent loss of
collected information.

Data Integrity - Data must be relevant and reliable for the purpose
it was collected for.

Access - Individuals must be able to access information held about

Enforcement - There must be effective means of enforcing these
rules.x

Mengelola D



(1) Penyelenggara data pribadi dapat melakukan penyelenggaraan
data pribadi apabila pemilik data pribadi memberikan persetujuan.

e (2) Persetujuan sebagaimana dimaksud pada ayat (1), diberikan
setelah penyelenggara data pribadi memberikan informasi
mengenai:

— legalitas dari penyelenggara data pribadi.

— tujuan penyelenggaraan data pribadi.

— jenis-jenis data pribadi yang akan dikelola.

— periode retensi dokumen yang memuat data pribadi.

— rincian mengenai informasi apa saja yang dikumpulkan.

— jangka waktu penyelenggaraan dan pemusnahan data pribadi
oleh penyelenggara data pribadi.

— hak dari subjek data untuk menolak memberikan persetujuan.

Mengelola Dat (Indonesia)

(Draft RUU PDP)




Deploying disruptive technologies
Up to $625 billion in annual economic value

3

Mobile Internet Big data Internet of Things Automation of Cloud
knowledge work

' Association of Southeast Asian Nations.

Source: McKinsey Global Institute analysis

McKinsey, November 2016

Establish a policy framework for data collection and sharing as well as
online privacy. Capturing the value of big data, the Internet of Things, and
the cloud depends on creating a safe and predictable environment for data
collection, storage, and usage across business entities and even across
country borders. This is an especially important prerequisite for building a
robust credit system, moving toward a more integrated health-care system
with electronic medical records, and encouraging innovation with open data.

Ekonomi DigitalPeriuris Data




Flgure 0.24 Digital safeguards in the WDR's

framework
DIGITAL
TECHNOLOGIES
| | |
Information Informalization and Winner-take-all
deluge job displacement economy
N N S

PRIVACY SOCIAL

ANTITRUST

POLICIES PROTECTION

POLICIES

Source: WDR 2016 team.

Ekonomi Digital PerluKek Privasi
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5 Europe inset l

Caribbean inset

Data protection laws
Comprehensive data protection law enacted -
I Pending effort or obligation to enact law

I "o law o information <2
No data available m

Source: UNCTAD 2015. Data at http://bit.do/WDR2016-Map4_2.

IBRD 41703

Posisi Indonesia
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Data Mini
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New Posts Popular
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How Ta get Figured Out A Teen
Girl Was Pregnant Before Her
Father Did

i ‘ an 5 - 319 comments, 169 called-out + Comment Now + Follow Comments
Every time you go shopping, you 980k
share intimate details about your
consumption patterns with retailers. LE shaes |

And many of those retailers are

studying those details to figure out
what you like, what you need, and W Tweet
which coupons are most likely to

15.3k

make you happy. Target, for 5.8k
example, has figured out how to e
data-mine its way into your womb,

to figure out whether you have a TAR ET 362

baby on the way long before you
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DAPATKAN TAMBAHAN MENGGUNAKAN SEMUA JENIS

KARTU KREDIT BANK MEGA

UNTUK SEMUA PRODUK"

TERMASUK ELEKTRONIK &
BARANG PROMOSI LAINNYA

JAPATKAN TAMBAHAN

DISKON _°

ictwatch.id



Greater Jakarta: Jakarta to launch
TheJakartaPost
Jakal'ta One Cal'd Posted: Thu, April 14 2016 | 07:23 am

“We have registered all employees, Transjakarta users, tax payers, street vendors.
All are already registered,” he said, adding that the cards would ease the process
of subsidy distribution among residents.

The Jakarta One Card will be part of the city’s larger Jakarta Smart City
program. The idea is derived from Hong Kong's Octopus Card.

City plans to issue multifunctional
Jakarta One Card ro.cs wed december 16 20150336 o

Similar to the Octopus Card, Ahok said that the Jakarta One Card would facilitate
payment for the city's public transportation, including the city-owned PT
Transportasi Jakarta (Transjakarta), as well as the upcoming MRT and light rail
transit (LRT) systems.

TheJakartaPost

Further, he said, the Jakarta One Card would contain information on its holder,
not only their basic data but also financial information, family card number and
ID number, among others.

Next: Data Mini




SMART CARD “ONE 4 ALL”

Canteen

Pay TV \
b

TalomVison

Intarnet TV
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“Just attach your Card”

Social aid Merchant
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Next: Data Mining
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Hong Kong e-payment firm Violated Princi
admits selling customer data

ples

@ ldaniity czire) / geissgant numier
Octopus Holdings, which contactless cards -
are widely used by commuters of Hong Wﬂewtﬁ'a”
Kong's underground trains, pocketed D =
USSH.7 million from selling its customers'
personal data over past four years.

& By Eileenyu|July 29, : - 0538 GMT (1336
GMMT-08-000 | To ;::i;: Tec fork

I < o -
Violated Principles
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Next: Data Mining



.;l 83 Hn

DATA




